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DETAILED ACTION 

Claims 1-9 are pending. As agreed upon in the interview on 12/14/2005 with 
applicant's representatives, the examiner withdraws the prior art rejections indicated in 
the previous, office action. However, please note new rejections below. 

Claim Rejections - 35 USC §112 

The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

Claims 1-5 and 7 are rejected under 35 U.S.C. 112, second paragraph, as being 

indefinite for failing to particularly point out and distinctly claim the subject matter which 

applicant regards as the invention. 

1 . Claims 1-5 recite a decryption device comprising various sections that are 

"operable to" perform certain recited functions. It is unclear whether those 

sections are. actually performing the indicated actions or if the language used in 

the claims merely indicates an intended use for the sections. Using one of the 

limitations of claim 1 as an example, claim 1 recites "an internal-key storage 

section operable to store an internal-key". The examiner notes that if there is a 

reference which discloses an internal-key storage section, absent any prohibition 

which prevents it from storing an internal-key, the internal-key storage section is 

operable to store a key. The same can be said of the other sections recited in 

claims 1-5. Absent any prohibition in a reference keeping the sections from 

performing the intended use, the sections should be operable to perform the 

recited use. 
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2. As per claim 2, the claim is directed towards a decryption device according to 
claim 1. However, the operation section is recited as further including encryption 
sections. It is unclear if applicant is claiming a decryption device or a device 
which does encryption and decryption. 

3. Claim 7 is dependent on claim 6. Claim 6 is a method for decrypting encrypted 
content, yet the steps recited in claim 7 is directed towards encrypting. It is 
unclear how the encrypting steps recited in claim 7 accomplish decrypting of 
encrypted content, especially since the last step of claim 7 results in encrypted 
content. 



Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 1-9 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Angelo et al (US 5,923,754) in view of Venkatesan et al (US 6,801 ,999), herein Ven, 
and further in view of Sims (US 2002/001691 9). 
Claims 1 and 6: 

As per claim 1, Angelo discloses the limitations of: 
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1. An internal-key storage section operable to store an internal key (Fig 2, items 42 
and 44; col 3, lines 50-58; and col 4, lines 31-33). 

2. A content-key storage section operable to store content-keys (Fig 3, items 62 
and 64; col 3, lines 50-58; and col 4, lines 41-67). 

3. An operation section, the operating section including: 

a. A first decrypting section operable to, when an encrypted content-key is 
input to the operation section, decrypt the encrypted content-key using the 
internal-key so as to obtain a content-key and store the content-key in the 
content-key storage section (Fig 3, item 66; col 3, lines 58-62; and col 4, 
lines 59-61). 

b. A second decrypting section operable to, when an encrypted content is 
input to the operation section, decrypt the encrypted content using the 
current value of the content-key storage section as a content-key so as to 
obtain a first output data and output the first output data to the outside of 
the decryption device (Fig 3, items 68-72; col 3, lines 58-62; and col 4, 
lines 61-67). 

» 

Angelo does not disclose a determination section operable to determine whether 
or not a value of the content-key storage section in its initial state and a current value of 
the content-key storage section are different. Angelo does not disclose the decryption 
of the encrypted content also being dependent on the determination section determining 
that the value of the content-key storage section in its initial state and the current value 
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of the content-key storage section are different. However, the examiner notes that 
applicant's specification does not define what is the "initial state". The examiner 
submits that in the broadest, reasonable sense, any state of the content-key storage 
section can be considered the "initial state" as compared to a later point in time. The 
examiner assumes the state of the storage section that is most recent in time is the 
"current state". 

Further, Ven discloses using keys which expires after a given interval of time (col 
7, lines 49-52). Ven discloses a client PC, i.e. decryption device, being unable to 
access protected objects/content until a new valid key was obtained (col 8, lines 37-56). 
One of ordinary skill should appreciate that when a new key has been obtained, the 
state of the key storage section would change from what it was before, i.e. the initial 
state. Sims discloses checking for keys which have been revoked/expired or banned 
(p10, paragraphs 108-109). At the time applicant's invention was made, it would have 
been obvious to one of ordinary skill to incorporate Ven and Sims's teaching with 
Angelo's invention according to the limitations recited in claim 1. One of ordinary skill 
would have been motivated to incorporate Ven's teachings because it would allow 
Angelo's invention to be more secure against piracy by protecting against "break-once- 
run-everywhere" (BORE) attacks (Ven: col 5, lines 16-21). One of ordinary skill would 
be motivated to incorporate Sims's teachings as it would allow the combination 
invention of Angelo and Ven to determine when someone is attempting to use an 
expired or banned key to decrypt media content. Note that in Ven's invention, there 
needs to be a way to determine if a key being use has expired or not; Sims's teachings 
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provides for the solution to this need. Note that as per Sims's teachings, if a decryption 
device was still using a key that had expired or been banned, then the content-key 
storage section's state had not changed from its initial state. One of ordinary skill 
should appreciate that decryption of encrypted content is dependent on having updated 
and valid keys, so decryption would fail. 

Claim 6 is substantially similar to claim 1 except it is directed towards a method 
for decrypting encrypted content, the method being performed by the device of claim 1 . 
It is rejected for substantially the same reasons given for claim 1 . 
Claims 2 and 7: 

As per claim 2, Angelo further discloses: 

1 . A content-key generation section operable to generate a content-key used for 
encrypting a content based on random numbers and store the generated 
content-key in the content-key storage section (col 4, lines 41-52), wherein the 
operation section further includes: 

2. A first encrypting section operable to encrypt the content-key used for encrypting 
a content so as to obtain an encrypted content-key and output the encrypted 
content-key outside of the decryption device (col 3, lines 51-62 and col 4, lines 
57-59). 

3. A second encrypting section operable to, when a content is input to the operation 
section, encrypt the content using the current value of the content-key storage 
section as a content-key so as to obtain a second output data and output the 
second output data to outside of the decryption device (col 3, lines 51-62). 
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Angelo does not explicitly disclose the encryption of the content being dependent 
on the determination section determining that the value of the content-key storage 
section in its initial state and the current value of the content-key storage section being 
different. However, the limitation is obvious to Angelo's modified invention. Note in 
Angelo's modified invention, as per Ven and Sims's teachings, expired keys would not 
be used— Ven discloses that as per his teachings, content will not processed by the 
decryption device if the being used key has expired (col 8, lines 46-56). 

Claim 7 is substantially similar to claim 2 except it is directed towards a method 
which utilizes the decryption device of claim 2 to perform the intended use of the device 
of claim 2. It is rejected for substantially the same reasons given for claim 2. 
Claim 3: 

As per claim 3, Angelo further discloses: 

1. A mutual authentication section operable to determine whether or not a mutual 
authentication has been made between the mutual authentication section and a 
storage device which is located outside the decryption device, the encrypted 
content-key being stored in the storage device (col 4, lines 42-52). 

2. Wherein the second decrypting section is operable to decrypt the encrypted 
content when the mutual authentication section determines that the mutual 
authentication has been made (col 4, lines 57-67). 

Claims 4 and 8: 

As per claim 4, Angelo further discloses: 
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1 . The internal-key storage section is operable to store a plurality of internal-keys 
(col 4, lines 31-33 and Fig 2). 

2. The internal-key storage section is operable to select one of the plurality of 
internal-keys as the internal-key based on internal-key selection information input 
from outside the decryption device to the decryption section (Fig 3). Note that 
Sims also discloses this limitation (p9, paragraph 97). 

Claim 8 is substantially similar to claim 4 except it is directed towards a method 
which utilizes the decryption device of claim 4 to perform the intended use of the device 
of claim 4. It is rejected for substantially the same reasons given for claim 4. 
Claims 5 and 9: 

Angelo, Ven, and Sims disclose all the limitations of claim 1. Ven further 
discloses the second decrypting section is further operable to prevent decryption of the 
encrypted content (col 7, lines 48-51 and col 8, lines 46-51). Ven does not explicitly 
disclose the decryption is dependent on the determination section determining that the 
value of the content-key storage section in its initial state and the current value of the 
content-key storage section are the same. However, as stated previously, applicant's 
specification does not define what is the "initial state". The examiner interprets any 
state of the content-key storage section as the initial state as compared to a later state 
in time. One of ordinary skill should appreciate that Ven keeping the decryption device 
from processing content if the value in the key storage section is the same (coi 8, lines 
46-51), i.e. if the key storage section has not yet obtain a key that has not expired, 
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reads on the above limitation. The technique of how Ven can make this determination 
is further disclosed by Sims (p10, paragraph 108). One of ordinary skill would have 
been motivated to incorporate Ven and Sims's teaching within Angelo's invention for the 
same reasons given in claim 1. 

Claim 9 is substantially similar to claim 5 except it is directed towards a method 
which utilizes the decryption device of claim 5 to perform the intended use of the device 
of claim 5. It is rejected for substantially the same reasons given for claim 5. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Ponnoreay Pich whose telephone number is 571-272- 
7962. The examiner can normally be reached on 9:00am-4:30pm Mon-Fri. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on 571-272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273 : 8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 

Ponnoreay Pich 
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